Network Management

Overview

This lab exercise will introduce you to various network management options that
are available on Cisco routers, including Telnet access, SNMP, syslog, NTP, and
a DHCP server.

Objectives

Upon successful completion of this lab, you should be able to:
* Configure your router for secure Telnet access.
* Configure your router for secure SNMP access.
* Configure your router to send its logs to a syslog server.
* Configure your router to query an NTP server.
* Configure your router as a DHCP server.

Prerequisites

This lab builds on the skills covered in “NAT and PAT”. You should have
successfully completed all of the tasks and procedures, and understood all of the
commands and concepts introduced in that lab before attempting this lab.

Topology
Figure 1 illustrates the network topology that this lab will use.
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Figure 1 — Topology Diagram

Scenario

You will first attach your router to the lab network according to the specified
topology. You will then configure your router’s interfaces with the specified IP
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addresses so you can communicate with the routers that are directly connected
to you. After confirming that functionality, you will configure your router to run
OSPF so it can communicate with the remaining routers. You will then place one
of your station workstations on your router’s LAN and configure it to access the
lab network. Finally, you will configure your router with various network
management options and observe their operation.

IP Addressing
Table 1 indicates the IP addressing that the systems in this lab will use.

Station System Interface IP Address Subnet Mask
1 — Atlanta 2600 Router Ethernet 0/0  10.100.1.1 255.255.255.0
Serial 0/0 50.1.2.1 255.255.255.252
Serial0/1  50.8.1.2 255.255.255.252
Workstation Ethernet DHCP DHCP
2 — Burlington 2600 Router Ethernet 0/0 10.100.2.1 255.255.255.0
Serial 0/0 50.2.3.1 255.255.255.252
Serial0/1  50.1.2.2 255.255.255.252
Workstation Ethernet DHCP DHCP
3 — Chicago 2600 Router Ethernet 0/0  10.100.3.1 255.255.255.0
Serial 0/0 50.3.4.1 255.255.255.252
Serial0/1  50.2.3.2 255.255.255.252
Workstation Ethernet DHCP DHCP
4 — Denver 2600 Router Ethernet 0/0  10.100.4.1 255.255.255.0
Serial 0/0 50.4.5.1 255.255.255.252
Serial0/1  50.3.4.2 255.255.255.252
Workstation Ethernet DHCP DHCP
5 — Eugene 2600 Router Ethernet 0/0  10.100.5.1 255.255.255.0
Serial 0/0 50.5.6.1 255.255.255.252
Serial0/1  50.4.5.2 255.255.255.252
Workstation Ethernet DHCP DHCP
6 — Flagstaff 2600 Router Ethernet 0/0  10.100.6.1 255.255.255.0
Serial 0/0 50.6.7.1 255.255.255.252
Serial0/1  50.5.6.2 255.255.255.252
Workstation Ethernet DHCP DHCP
7 — Gorham 2600 Router Ethernet 0/0  10.100.7.1 255.255.255.0
Serial 0/0 50.7.8.1 255.255.255.252
Serial0/1  50.6.7.2 255.255.255.252
Workstation Ethernet DHCP DHCP
8 — Houston 2600 Router Ethernet 0/0  10.100.8.1 255.255.255.0
Serial 0/0 50.8.1.1 255.255.255.252
Serial0/1  50.7.8.2 255.255.255.252
Workstation Ethernet DHCP DHCP
Table 1 — Lab IP Addressing
Procedure

The following tasks and steps will guide you through completion of this lab.

Task 1

topology.

Attach your 2600 router to the lab network according to the specified
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Task 10 Configure your router to automatically keep its internal clock
synchronized with an NTP server.

Step1 Type clock timezone EST -5 in global configuration mode to
set the time zone for your router.

Step2 Type clock summertime EST recurring in global
configuration mode to tell the router to automatically adjust for
daylight savings time.

Step3 Type ntp server nip-server-ip in global configuration mode to tell
your router to keep its internal clock synchronized with an NTP
server, substituting your workstation’s |P address.

Step4 Type show clock detail in enable mode to see your router’s
current date, time, and time source.

Step5 Type show ntp associations in enable mode to see your

router’s current NTP client configuration and synchronization status.
Task 11 Submit your work to the instructor (one email per station.)

Step1 Attach a text file with your 2600 configuration to an email to your
instructor with a subject of Lab 10 -  Station-Name
Configuration. The body should contain the date, your station
name, the lab name, and the names of anyone at your station.

( \ If your station does not email your configurations to the instructor along with the
?:‘:g information specified, you and your lab partners will receive a zero for the lab.

Discussion

Because routers are such a critical piece of any organization’s network
infrastructure, it is important to be able to securely manage them and gain access
to performance statistics and logs. Many smaller organizations can benefit from
the built-in DHCP server that the Cisco 10S makes available with minimal
configuration. Finally, using an NTP server to synchronize internal clocks can
help provide some consistency when comparing network events across a wide
variety of systems.

Questions

1. In what situations would the I0S DHCP server be inappropriate for some
organizations?
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2. Why is it important to use NTP when also using a centralized syslog server?

3. How could you be sure that others are not trying to gain access to your router
via Telnet and SNMP?
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Command Summary

The following table outlines the commands introduced in this lab.

Command

Description

access-class ACL-name in

Specify the access list to test inbound Telnet access against.

clock summertime label

Tell the router to observe daylight savings time for the label

recurring time zone.
clock timezone label UTC- Set the time zone that router is in using label to specify the
spec UTC-spec. (UTC-spec would be -5 for EST, for example.)

default-router router-ip

Specify the default gateway to server DHCP clients.

ip dhcp pool name

Create a DHCP pool with the name name.

line vty 0 4

Enter Virtual Terminal configuration mode.

logging facility facility

Set the logging facility to facility. (Usually local1 — local7.)

logging source-
interface interface

Set the source IP address for outbound syslog messages to
interface.

logging syslog-server-ip

Specify the syslog server to send log messages to.

logging trap level

Set the logging level to level. (debug — emergency)

login

Specify that the router should allow Telnet access with
password checking.

network network netmask

Specify the network/netmask to run the IOS DHCP server on.

ntp server nip-server-ip

Specify the NTP server the router should use to set its internal
clock.

password password

Specify the Telnet password.

show clock detail

Display the router’s current date, time, and time source.

show ip dhcp binding

Display the DHCP server client binding database.

show ip dhcp server
statistics

Display DHCP server statistics.

show ntp associations

Display the router’s current NTP client configuration and
synchronization status.

show snmp

Display SNMP access statistics.

show users

Display the current users logged into the router.

snmp-server community
community-string ro acl-num

Specify the community string and access list to allow read-only
SNMP access from.




