Interior Routing with RIPv2

Overview

This lab exercise will familiarize you with configuring and troubleshooting version
2 of the Routing Information Protocol (RIPv2). You will also examine the benefits
of RIPv2 over RIPv1.

Objectives

Upon successful completion of this lab, you should be able to:
* Configure and troubleshoot RIPv2 on a Cisco router.
* Explain the benefits of RIPv2 over RIPv1.

Prerequisites

This lab builds on the skills covered in “Interior Routing with RIPv1”. You should
have successfully completed all of the tasks and procedures, and understood all
of the commands and concepts introduced in that lab before attempting this lab.

Topology
Figure 1 illustrates the network topology that this lab will use.
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Figure 1 — Topology Diagram

Scenario

You will first attach your router to the lab network according to the specified
topology. You will then configure your router’s three interfaces with IP addresses
SO you can communicate with the routers that are directly connected to you. After
confirming that functionality, you will configure your router with RIPv2 so you can
communicate with the remaining routers. You will then examine the operation of
RIPv2.
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IP Addressing

Table 1 indicates the IP addressing that the systems in this lab will use.

Station System Interface IP Address Subnet Mask
1 — Atlanta 2600 Router Ethernet0 150.150.1.1 255.255.255.0
Serial 0  10.1.2.1 255.255.255.252
Serial 1 10.1.8.2 255.255.255.252
2 — Burlington 2600 Router Ethernet0 150.150.2.1 255.255.255.0
Serial 0 10.2.3.1 255.255.255.252
Serial 1 10.1.2.2 255.255.255.252
3 — Chicago 2600 Router Ethernet0 150.150.3.1 255.255.255.0
Serial 0 10.3.4.1 255.255.255.252
Serial 1 10.2.3.2 255.255.255.252
4 — Denver 2600 Router Ethernet0 150.150.4.1 255.255.255.0
Serial 0 10.4.5.1 255.255.255.252
Serial 1 10.3.4.2 255.255.255.252
5 — Eugene 2600 Router Ethernet0 150.150.5.1 255.255.255.0
Serial 0 10.5.6.1 255.255.255.252
Serial 1 10.4.5.2 255.255.255.252
6 — Flagstaff 2600 Router Ethernet0 150.150.6.1 255.255.255.0
Serial 0 10.6.7.1 255.255.255.252
Serial 1 10.5.6.2 255.255.255.252
7 — Gorham 2600 Router Ethernet0 150.150.7.1 255.255.255.0
Serial 0 10.7.8.1 255.255.255.252
Serial 1 10.6.7.2 255.255.255.252
8 — Houston 2600 Router Ethernet0 150.150.8.1 255.255.255.0
Serial 0 10.1.8.1 255.255.255.252
Serial 1 10.7.8.2 255.255.255.252
Table 1 —Lab IP Addressing
Procedure
The following tasks and steps will guide you through completion of this lab.
Task 1 Attach your 2600 router to the lab network according to the specified
topology.
Step1 Examine the topology diagram outlined in Figure 1 and determine
who your directly connected neighbor routers are.
Step2 Using the lab patch panels and the various types of data cables
available, connect your router’s Ethernet interface to one of the
2900 switches.
Step3 Using the lab patch panels and the various types of data cables

available, connect your router’s serial interfaces to the appropriate
neighbor routers.

Task 2 Configure your router with IP addresses.

Step 1

Step 2

Gain access to enable mode on your router and enter global
configuration mode.

Set your router’s hostname to correspond with your station name as
listed in Table 1.
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Step 3 Enter interface configuration mode for each of your routers
interfaces and set the IP address specified in Table 1.

%} Remember to issue a no shutdown to turn the interface on after setting the IP

address.

Step4 Confirm Ethernet connectivity by pinging your router’s Ethernet IP
address.

Step5 Confirm serial connectivity by pinging your two directly connected
serial neighbor routers.

( \ Don’t continue to the next task until you are able to ping your two directly connected
‘9:‘:\6.: neighbors and your router’s Ethernet interface.

Task 3 Configure your router to use RIPv2.

Step1 Type router rip in global configuration mode to enter RIP
configuration mode.

Step2 Type version 2 to force the router to use version 2 of RIP.

Step 3 Use the network ip-network command to enable RIP on all of your
router’s interfaces.

Remember that the RIP network statement wants ip-network to be the classful network
associated with the interfaces on your router. Unlike last week, your router’s interfaces
now fall into two separate classful networks, so you’ll have to enter two network
statements. Even though RIPv2 is a classless routing protocol, the network statement is
identical to RIPv1. The router will determine the appropriate network and subnet mask
from its interfaces. Don'’t forget to shut off RIP advertisements on interfaces that will
never connect to transit networks (like LAN interfaces) using the passive-interface
command.

Step 4 Ping all of the router Ethernet interfaces in the lab until you receive
a response from every Ethernet interface.

Substep1 For any Ethernet IP addresses where you consistently
receive less than 100% ping response, use the
troubleshooting skills you learned in previous labs to
determine the likely issue.

The following commands are likely to be the most helpful in your troubleshooting:
debug ip rip (Remember you can shut off debugging with undebug all.)
show ip rip database (This displays the router’s internal RIP database.)
show ip route
traceroute
Substep 2 Once you believe you have determined the problem, inform
the instructor and be prepared to back up your premise with
evidence from the troubleshooting commands you entered.

After youl!ve discussed your troubleshooting with the instructor, wait until the

instructor says to continue to the next step. Feel free to help other students that
haven!t reached this point yet, but don!t reveal the underlying issue surrounding
ping connectivity.
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Step5 When the instructor tells you to, enter no auto-summary in RIP
configuration mode to disable RIP automatic summarization across
classful IP boundaries.

Step 6 Continue displaying your router’s routing table until you can see the
correct RIP learned route for every network in the lab internet.

You may notice that the 150.150.0.0/16 entries remain in your router’s routing table as
the new /24 entries are populated. This is because RIP will time out those entries since
it is no longer receiving them from neighbor routers. The timeout will take about 3
minutes by default. You can speed the process up by clearing your routing table with a
clear ip route *. You wouldn’t normally perform this command in a production

network because it can cause serious routing instability, but it's fine in a lab

environment. If you wanted to remove an individual route entry, you could use clear

ip route ip-network.

Substep 1 Perform the same ping tests of each router’s Ethernet
interface that you tried before until you can successfully ping
every interface with consistent 100% ping responses.

Substep 2 Perform traceroutes to each router’s Ethernet interface to
confirm that the path your data takes corresponds to what
you know about the lab network topology.

Task 4 Examine the operation of RIPv2.

Step1 Enable RIP debugging and observe its operation compared to last
week.

There are three differences you should notice in the debugging output of RIPv2
compared to RIPv1. The first is that the debugging output specifically says the version of

%} RIP the router sends and receives in each update. The second is that updates are sent
to the multicast address 224.0.0.9 instead of the broadcast address 255.255.255.255.
The third is the most obvious; all of the RIPv2 updates contain subnet masks.

Task 5 Configure RIPv2 authentication.

@ Inform the instructor when you’ve reached this point and wait until the instructor
5| says to continue to the next step. Feel free to help other students that haven’t
reached this point yet.

Step1 Type key chain key-chain-name in global configuration mode to
create a new key chain, substituting your router’s hostname for the
key chain name.

Step2 Type key 1 now that you are in key chain configuration mode to
create and configure a new key with an ID of 1.

Step3 Type key-string cisco now that you are in key configuration
mode to apply a key string to your new key.

m The key chain name is only locally significant, however both the key ID and the key
O/ string must be identical to all of the routers on the same network. Note that both the key
chain name and the key string are case sensitive.
Step4 In interface configuration mode for each of your router’s serial
interfaces, enter the following commands:
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F"#$% () Type " #$I"# %&'()*'1+%',*# DA+ %P*# key-chain-
name t0 enable RIP authentication using the specified key
chain, substituting the name of the key chain you created
above.

F"#$% (* Type !"# $!I"# %&'()*'!+%',*# 0,1)# 012 to enable RIP
authentication using the MD5 hash function.

There is an option to use plaintext authentication as well, however it provides no real
@ security since the key string is sent in the clear over the wire, which someone could
easily capture. You should get in the habit of always using the most secure form of
authentication when configuring routing protocols.
I 9% (+ Exit configuration mode and clear your router’s routing table with a
+3)%$H!"#$,&')#4

19 (, Continue displaying your router’s routing table until it displays full
routes for the lab network as it did before.

I"#3% () If you notice that some routes are not being displayed, try to
determine the problem using your RIP troubleshooting skills.

% RIP debugging output is very specific about authentication issues in received updates.

Since we just enabled RIP authentication that would be a very good place to start your
(troubleshooting.

-.$/(, Examine additional RIP operation and options.

19 () If there is time, your instructor will walk the class through two
additional tasks: advertising a default route using RIP and
measuring RIP convergence time on link failure.
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-.$/ (D Submit your work to the instructor (one email per station.)

19 () Attach a text file with your 2600 configuration to an email to your
instructor with a subject of 5%6# 7# 8# Station-Name#
9,*:1:&%$%' * . The body should contain the date, your station
name, the lab name, and the names of anyone at your station.
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RIPv2 has some noticeable improvements over RIPv1. The ability to use
variable-length subnet masks (VLSM) and classless routing is the primary
advantage. In addition, using multicasting instead of broadcasting when sending
RIP updates can improve network performance on large LANs. Finally, the ability
to use MD5 authentication with routing updates provides much-needed security.

Although RIPv2 is much more useful than RIPv1 in modern classless networks, it
still has some size and performance limitations that can make it less-than-ideal.



| HEYBE ) * +,-) -

1 0(12/ "+36&T8/ '/ 1 (; &/ "(<"(H,<(&H "4"> 2 (<A'AR4L <0/ B 04+,",+14<C'
"M/ "</ : 49) "85/ <"8/") | OK"4"0+<FL,/ "(<A'4+1) 9 25++4("&- B4 4 ", +14C'
D,+40+90( @ A'ED <'F5+,4 24Q@ H£"Go24HEF @Gl J'

I " #3% ($)
KI*5(4 @& &/"; (+," B S B<" +3 (" N J19 >7&M 0+<FL,(H<" 5(4 8/"
1<0+=/ ,/ A&BR'Y) "HE( 2- "&TF4 DNO'

PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!

M) * 5(48+,-(,+1<A'ABNS/ "12/ "4") QX 22'6R'S @ B<"( <A'5+8"AG\GI2+3/ "6/ "
€21/ O
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!

&) * 5Q@"126C> 7 16/ <MB( B<"2+"6 D+ 4 <4

PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!

NI * 5(4(,/"B+"20/ <(,62'85/ ,/ "> @M@'<+4("=G ) 9 ", +14<CD, +40+D'

PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP!



Interior Routing with RIPv2

Command Summary
The following table outlines the commands introduced in this lab.

Command

Description

clear ip route {*|ip-
network}

Clear the routing table of all entries or just a specific IP network.

ip rip
authentication key-
chain key-chain-name

Enable RIP authentication on an interface using the specified key
chain name.

ip rip
authentication mode
{text|md5}

Enable RIP authentication on an interface with either plaintext or
MD5 authentication. Plaintext authentication is sent in the clear
over the wire, while MD5 authentication is sent obfuscated over the
wire.

key key-id

Enter key configuration mode for the specified key ID.

key chain key-chain-name

Enter key chain configuration mode for the specified key chain
name.

key-string secret-key

Set the key string for a particular key.

no auto-summary

Disable RIP automatic summarization across classful network
boundaries.

show ip rip database

Display the internal RIP database.

version 2

Force the router to use RIP version 2.




