
Access Control Lists – Part 1 
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Topology 
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Figure 1 – Topology Diagram 

Scenario 
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IP Addressing 
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Table 1 – Lab IP Addressing 



! " " #$$%&' ( )*' +%, -$)$%. %/ 0*)%1% 2%

%

! "#$%&' "%(
34#%5' ++' 6 -( 7%)0$8$%0( 9%$)#: $%6 -++%7; -9#%<' ; %)4*' ; 74%" ' = : +#)-' ( %' 5%)4-$%+0>?%

) * +, (- ! ! ))0" 4%<' ; *%@ABB%*' ; )#*%)' %)4#%+0>%( #)6 ' *8%0" " ' *9-( 7%)' %)4#%$: #" -5-#9%
)' : ' +' 7<?%

. /%0(- ! CD0= -( #%)4#%)' : ' +' 7<%9-07*0= %' ; )+-( #9%-( %E-7; *#%1%0( 9%9#)#*= -( #%
6 4' %<' ; *%9-*#" )+<%" ' ( ( #" )#9%( #-74>' *%*' ; )#*$%0*#?%

. /%0(1! F$-( 7%)4#%+0>%: 0)"4%: 0( #+$%0( 9%)4#%G0*-' ; $%)<: #$%' 5%90)0%" 0>+#$%
0G0-+0>+#H%" ' ( ( #" )%<' ; *%*' ; )#*!$%C)4#*( #)%-( )#*50"#%)' %)4#%@I BB%
$6 -)" 4%)40)%)4#%-( $)*; " )' *%$: #" -5-#$?%

. /%0(2! F$-( 7%)4#%+0>%: 0)"4%: 0( #+$%0( 9%)4#%G0*-' ; $%)<: #$%' 5%90)0%" 0>+#$%
0G0-+0>+#H%" ' ( ( #" )%<' ; *%*' ; )#*!$%$#*-0+%-( )#*50" #%)' %)4#%0: : *' : *-0)#%
( #-74>' *%*' ; )#*?%

) * +, (1! &' ( 5-7; *#%<' ; *%*' ; )#*%6 -)4%J/ %099*#$$#$?%

. /%0(- ! K0-( %0" " #$$%)' %#( 0>+#%= ' 9#%' ( %<' ; *%*' ; )#*%0( 9%#( )#*%7+' >0+%
" ' ( 5-7; *0)-' ( %= ' 9#?%

. /%0(1! L#)%<' ; *%*' ; )#*!$%4' $)( 0= #%)' %" ' **#$: ' ( 9%6 -)4%<' ; *%$)0)-' ( %( 0= #%0$%
+-$)#9%-( %30>+#%1?%

. /%0(2! C( )#*%-( )#*50"#%" ' ( 5-7; *0)-' ( %= ' 9#%5' *%#0" 4%' 5%)4#%-( )#*50" #$%
$: #" -5-#9%-( %30>+#%1%0( 9%$#)%)4#%J/ %099*#$$%0"" ' *9-( 7+<?%

. /%0(3! &' ( 5-*= %" ' ( ( #" )-G-)<%><%: -( 7-( 7%<' ; *%9-*#" )+<%" ' ( ( #" )#9%( #-74>' *%
*' ; )#*$?%

. /%0(4! &' ( 5-*= %+' ' : >0" 8%" ' ( ( #" )-G-)<%><%: -( 7-( 7%<' ; *%*' ; )#*!$%+' ' : >0" 8%
-( )#*50"#?%

. /%0(5! &' ( 5-*= %C)4#*( #)%" ' ( ( #" )-G-)<%><%: -( 7-( 7%<' ; *%*' ; )#*!$%C)4#*( #)%
-( )#*50"#?%

%

M' ( !)%" ' ( )-( ; #%)' %)4#%( #D)%)0$8%; ( )-+%<' ; %0*#%0>+#%)' %: -( 7%0++%' 5%<' ; *%9-*#" )+<%" ' ( ( #" )#9%
( #-74>' *%*' ; )#*$H%<' ; *%*' ; )#*!$%+' ' : >0" 8%-( )#*50" #H%0( 9%<' ; *%*' ; )#*!$%C)4#*( #)%-( )#*50" #?%

) * +, (2! &' ( 5-7; *#%<' ; *%*' ; )#*%)' %; $#%NL/ E?%

. /%0(- ! C( 0>+#%NL/ E%' ( %0++%' 5%<' ; *%*' ; )#*!$%-( )#*50" #$%O-( " +; 9-( 7%+' ' : >0" 8PH%
: +0" #%)4#= %-( %! *#0%BH%0( 9%5' *"#%)4#%NL/ E%*' ; )#*%JM%)' %>#%<' ; *%
+' ' : >0" 8%-( )#*50"#?%

. /%0(1! C( $; *#%)40)%<' ; *%*' ; )#*!$%C)4#*( #)%-( )#*50" #$%9' %( ' )%$#( 9%' ; )%NL/ E%
Q#++' %= #$$07#$?%

. /%0(2! C( 0>+#%)4#%= ' $)%$#" ; *#%5' *= %' 5%NL/ E%0; )4#( )-" 0)-' ( %' ( %<' ; *%
*' ; )#*?%

. /%0(3! J5%<' ; %0*#%" ' ( 5-9#( )%)40)%<' ; %40G#%" ' ( 5-7; *#9%NL/ E%" ' **#" )+<H%
" ' ( 5-*= %)40)%<' ; *%*' ; )#*%40$%5; ++%" ' ( ( #" )-G-)<%6 -)4-( %)4#%+0>%( #)6 ' *8%
><%: -( 7-( 7%#G#*<%*' ; )#*!$%+' ' : >0" 8%-( )#*50" #?%



! " #$%"&&' "%( ) "* +,- ) ++- "

"

"

. +/ !0" 1+/ 02/ 34" 0+" 054" / 460" 7048" 3/ 029" : +3" ( ,4" ( ) 94" 0+" 82/ ; " 4<4,: " ,+304,!7" 9++8) ( 1-
2/ 04,=( 14>"?=": +3"( ,4"3/ ( ) 94"0+"82/ ; "7+@4"9++8) ( 1- "2/ 04,=( 147A"374"054"0,+3) 9475++02/ ;
7- 2997" : +3" 94( ,/ 4B" 2/ " 8,4<2+37" 9( ) 7" 0+" B404,@2/ 4" 054" 27734>" ?=" +054," 70( 02+/ 7" 5( <4/ !0
,4( 154B"0527"8+2/ 0": 40A"=449"=,44"0+"( 77270"054@>"

! " #$%&! C00( 15"+/ 4"+=": +3,"D+,- 70( 02+/ 7"0+"054"9( ) "/ 40D+,- >"

' () * %+! E72/ ; "054"9( ) "8( 015"8( / 497"( / B"054"<( ,2+37"0: 847"+="B( 0( "1( ) 947"
( <( 29( ) 94A"1+/ / 410": +3,"D+,- 70( 02+/ !7"$054,/ 40"2/ 04,=( 14"0+"054"FGHH"
7D2015"05( 0"054"2/ 70,310+,"78412=247>"

' () * %, ! I +/ =2; 3,4": +3,"D+,- 70( 02+/ !7"$054,/ 40"2/ 04,=( 14"D205"054"?J "( BB,477"
78412=24B"2/ "#( ) 94"K>"

' () * %- ! L40": +3,"D+,- 70( 02+/ !7"B4=( 390"; ( 04D( : "0+") 4"054"?J "( BB,477"+=": +3,"
,+304,!7"$054,/ 40"2/ 04,=( 14>"

' () * %&! I +/ =2,@"05( 0": +3,"D+,- 70( 02+/ "5( 7"%CM"1+/ / 4102<20: ") : "82/ ; 2/ ; ": +3,"
,+304,!7"$054,/ 40"2/ 04,=( 14>"

' () * %. ! ?=" : +3," %CM" 1+/ / 4102<20: " 0470" 27" 7311477=39A" 1+/ =2,@" 05( 0" : +3,"
D+,- 70( 02+/ "5( 7"=399"1+/ / 4102<20: "D2052/ "054"9( ) "/ 40D+,- ") : "82/ ; 2/ ; "
4<4,: ",+304,!7"9++8) ( 1- "2/ 04,=( 14>"

"

. +/ !0" 1+/ 02/ 34" 0+" 054" / 460" 7048" 3/ 029" : +3," D+,- 70( 02+/ " 27" ( ) 94" 0+" 82/ ; " 4<4,: " ,+304,!7
9++8) ( 1- " 2/ 04,=( 14>" ?=" : +3" ( ,4" 3/ ( ) 94" 0+" 82/ ; " 7+@4" 9++8) ( 1- " 2/ 04,=( 147A" 374" 054
0,+3) 9475++02/ ; " 7- 2997" : +3" 94( ,/ 4B" 2/ " 8,4<2+37" 9( ) 7" 0+" B404,@2/ 4" 054" 27734>" ?=" +054,
70( 02+/ 7"5( <4/ !0",4( 154B"0527"8+2/ 0": 40A"=449"=,44"0+"( 77270"054@>"

! " #$%. ! ?/ 70( 99"/ 40D+,- "74,<2147"+/ ": +3,"D+,- 70( 02+/ >"

' () * %+! N+3," 2/ 70,310+," D299" 94( B" : +3" 05,+3; 5" 054" 2/ 70( 99( 02+/ " ( / B"
1+/ =2; 3,( 02+/ "+="<( ,2+37"/ 40D+,- "74,<2147"+/ ": +3,"D+,- 70( 02+/ >"

"

/01234 %(5) %60#(378(23%9 5) 0%: 27!; ) %3) " 85) <%(56#%* 260(%" 0<%9 " 6(%70(6=%(5) %60#(378(23%
#" : #%(2%820(607) %(2%(5) %0) >(%#() * ?%@) ) =%13) ) %(2%5) =* %2(5) 3%#(7<) 0(#%(5" (%5" ; ) 0!(%
3) " 85) <%(56#%* 260(%: ) (?%

! " #$%A! $6( @2/ 4"70( / B( ,B"CI %7>"

' () * %+! N+3," 2/ 70,310+," D299" 94( B" : +3" 05,+3; 5" 054" 1,4( 02+/ " +=" ( " 70( / B( ,B"
/ 3@) 4,4B"CI %"0+"=2904,"2/ ) +3/ B" / 40D+,- "0,( ==21"=,+@" : +3,"B2,4109: "
+88+7204"%CM>"

' 7B#() * %+! O4=+,4" : +3" 1,4( 04" ( / B" ( 889: " 054" CI %A" ( 7- " : +3," B2,4109: "
+88+7204"%CM"0+"1+/ =2,@"05( 0"20"1( / "82/ ; ": +3,"D+,- 70( 02+/ !7"?J "
( BB,477>"

%

L0( / B( ,B"/ 3@) 4,4B"CI %7"374"054"=+99+D2/ ; "7: / 0( 6P"
access-list <1-99> {permit|deny} {!" #$%&' ( )* ' !+, - . ), #/ . 0*1|1host 2( 0&#!" 1|1
any} 

"
M+04"05( 0"054"7: / 0( 6"+/ 9: "78412=247"+/ 4"?J "( BB,477"+,"/ 40D+,- >"#527"27") 41( 374"70( / B( ,B
CI %7" 1( / " +/ 9: " 46( @2/ 4" 054" 7+3,14" ( BB,477>" Q3,054,@+,4A" 70( / B( ,B" CI %7" 1( / " +/ 9:
46( @2/ 4"054"/ 40D+,- "9( : 4,>"#527"@4( / 7"70( / B( ,B"CI %7"( ,4"374=39"2/ "7203( 02+/ 7"D54,4
+/ 9: "7+3,14"?J "( BB,477"2B4/ 02=21( 02+/ "27"B472,( ) 94>"



! " " #$$%&' ( )*' +%, -$)$%. %/ 0*)%1% 2%

%

Step 2! ! 33+4%)5#%! &, %-( %)5#%-( 6' 7( 8%8-*#" )-' ( %)' %6' )5%' 9%4' 7*%*' 7)#*!$%$#*-0+%
-( )#*90"#$%64%)43-( : %-( %ip access-group !"#$%&' in%; 5-+#%-( %
-( )#*90"#%" ' ( 9-: 7*0)-' ( %< ' 8#=%$76$)-)7)-( : %)5#%! &, %( 7< 6#*%4' 7%
" *#0)#8%-( %>)#3%1?%

%

@0A#%$7*#%4' 7%*#3#0)%)5-$%" ' < < 0( 8%; -)5%4' 7*%*' 7)#*!$%$#" ' ( 8%$#*-0+%-( )#*90" #%$-( " #%
( #); ' *A%)*099-" %50$%< 7+)-3+#%30)5$%-)%" 0( %)0A#%)' %*#0" 5%4' 7*%*' 7)#*!$%, ! B?%

Step 3! CD0< -( #%)5#%#99#" )$%' 9%)5#%! &, %' ( %( #); ' *A%)*099-" %64%0$A-( : %4' 7*%
8-*#" )+4%' 33' $-)#%; ' *A$)0)-' ( %)' %3-( : %4' 7*%; ' *A$)0)-' ( !$%E/ %088*#$$?%

Substep 1! F43#%show access-lists !"#$%&'=%$76$)-)7)-( : %)5#%! &, %
( 7< 6#*%4' 7%G7$)%" ' ( 9-: 7*#8=%)' %#D0< -( #%4' 7*%! &, %0( 8%)5#%
-( )#*( 0+% 0" " ' 7( )-( : % )50)% )5#% *' 7)#*% 8-$3+04$% 9' *%
)*' 76+#$5' ' )-( : %37*3' $#$?%

 

E9%( ' %! &, %0" " ' 7( )-( : %033#0*$=%< 0A#%$7*#%4' 7*%8-*#" )+4%' 33' $-)#%; ' *A$)0)-' ( %50$%)*-#8%
)5#%3-( : ?%H' 7%< 04%( ##8%)' %#( )#*%)5-$%" ' < < 0( 8%< 7+)-3+#%)-< #$%7( )-+%0" " ' 7( )-( : %
-( 9' *< 0)-' ( %-$%8-$3+04#8?%E9%4' 7%50I #%)*-#8%)5-$%0( 8%$)-++%( ' )5-( : %033#0*$=%-( 9' *< %)5#%
-( $)*7" )' *?%

Step 4! J ( " #%4' 7%50I #%" ' ( 9-*< #8%)50)%4' 7*%8-*#" )+4%' 33' $-)#%; ' *A$)0)-' ( %
" 0( %( ' )%3-( : %4' 7*%; ' *A$)0)-' ( =%*#< ' I #%)5#%! &, %9*' < %4' 7*%*' 7)#*!$%
$#*-0+%-( )#*90" #$%64%*#3#0)-( : %)5#%" ' < < 0( 8$%4' 7*%#( )#*#8%-( %>)#3%K=%
3*#90"#8%; -)5%no?%L-?#?%no ip access-group !"#$%&' inM%

Substep 1! &' ( 9-*< %)50)%4' 7*%8-*#" )+4%' 33' $-)#%; ' *A$)0)-' ( %" 0( %' ( "#%
0: 0-( %3-( : %4' 7*%; ' *A$)0)-' ( ?%

%

Inform the instructor when you!ve reached this point and wait until the instructor 

says to continue to the next step. Feel free to help other students that haven!t 
reached this point yet. 
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>)0( 80*8%( 0< #8%! &, $%7$#%)5#%9' ++' ; -( : %$4( )0DN%
ip access-list standard %! ' ( 
  {permit|deny} {)*$%(+, - . / , )#0"! .0$' ! 1/ 2|2host 3- 1+$)*2|2any} 
%
B' )#%)50)%' ( " #%4' 7%$3#" -94%0%( 0< #8%! &, =%)5#%" ' ( 9-: 7*0)-' ( %" ' ( )#D)%" 50( : #$%)' %! &, %
" ' ( 9-: 7*0)-' ( %< ' 8#=%; 5#*#0$%( 7< 6#*#8%! &, $%0*#%#( )#*#8%-( %: +' 60+%" ' ( 9-: 7*0)-' ( %< ' 8#?%
H' 7%" 0( %$##%)5-$%; 5#( %)5#%*' 7)#*%3*' < 3)%" 50( : #$%)' %8-$3+04%ORouter(config-std-
nacl)#P?%

Step 6! ! $%6#9' *#=%033+4%)5#%! &, %-( %)5#%-( 6' 7( 8%8-*#" )-' ( %)' %6' )5%' 9%4' 7*%
*' 7)#*!$%$#*-0+%-( )#*90" #$%64%)43-( : %-( %ip access-group !"#$%!'(  
in%; 5-+#%-( %-( )#*90" #%" ' ( 9-: 7*0)-' ( %< ' 8#=%$76$)-)7)-( : %)5#%! &, %( 0< #%
4' 7%" *#0)#8%-( %>)#3%2?%

%

J ( " #%0: 0-( =%< 0A#%$7*#%4' 7%*#3#0)%)5-$%" ' < < 0( 8%; -)5%4' 7*%*' 7)#*!$%$#" ' ( 8%$#*-0+%
-( )#*90" #?%
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Step 7! Examine the effects of the ACL on network traffic by asking your 
directly opposite workstation to ping your workstation!s IP address. 

Substep 1! Type show access-lists !"#$%!&' , substituting the ACL 

name you just configured, to examine your ACL and the 

internal accounting that the router displays for 
troubleshooting purposes. 

 

If no ACL accounting appears, make sure your directly opposite workstation has tried 

the ping. You may need to enter this command multiple times until accounting 

information is displayed. If you have tried this and still nothing appears, inform the 

instructor. 

Step 8! Once you have confirmed that your directly opposite workstation 

can not ping your workstation, remove the ACL from your router!s 

serial interfaces by repeating the commands your entered in Step 2, 
prefaced with no. (i.e. no ip access-group !"#$%!&' in) 

Substep 1! Confirm that your directly opposite workstation can once 
again ping your workstation. 

 

Inform the instructor when you!ve reached this point and wait until the instructor 

says to continue to the next step. Feel free to help other students that haven!t 
reached this point yet. 

Task 7! Examine extended ACLs. 

Step 1! Your instructor will lead you through the creation of an extended 

numbered ACL to filter inbound network traffic from your directly 
opposite LAN. 

Substep 1! Before you create and apply the ACL, ask your directly 

opposite LAN to confirm that it can access the network 
services you enabled in Task 5. 

 

Extended numbered ACLs use the following syntax: 
access-list <100-199> {permit|deny} ip {()"$*+$%' ,- . )/ ()"$- *#0"! )0$&! (/ 1|1
host ()"$2. (,$*+1|1any} {0(,$*+$%' ,- . )/ 0(,$- *#0"! )0$&! (/ 1|1host 0(,$2. (,$*+1|1any}1
 
access-list <100-199> {permit|deny} {tcp|udp} {()"$*+$%' ,- . )/ ()"$
- *#0"! )0$&! (/ 1|1host ()"$2. (,$*+1|1any} [{eq|gt|lt} +. ),] {0(,$*+$%' ,- . )/  0(,$
- *#0"! )0$&! (/ 1|1host 0(,$2. (,$*+1|1any} [{eq|gt|lt} +. ),] 

 

There are many syntax variations possible with extended ACLs. This is because unlike 

standard ACLs, extended ACLs can examine both the network and transport layers, 

which makes them much more flexible and precise in identifying network traffic. Use 

your router!s context-sensitive help to investigate the various options and protocols that 

extended ACLs can use. 

Step 2! As before, apply the ACL in the inbound direction to both of your 
router!s serial interfaces by typing in ip access-group !"#$%3& 
in while in interface configuration mode, substituting the ACL 

number you created in Step 1. 



! " " #$$%&' ( )*' +%, -$)$%. %/ 0*)%1% 2%

%

%

3 ( " #%040-( 5%6 07#%$8*#%9' 8%*#: #0)%); -$%" ' 6 6 0( <%= -); %9' 8*%*' 8)#*!$%$#" ' ( <%$#*-0+%
-( )#*>0" #?%

! "#$%&! @A06 -( #%); #%#>>#" )$%' >%); #%! &, %' ( %( #)= ' *7%)*0>>-" %B9%0$7-( 4%9' 8*%
<-*#" )+9%' : : ' $-)#%= ' *7$)0)-' ( %)' %: -( 4%9' 8*%= ' *7$)0)-' ( !$%C/ %0<<*#$$%
0( <%)' %0" " #$$%); #%( #)= ' *7%$#*D-" #$%' ( %9' 8*%=' *7$)0)-' ( ?%

! ' ( ) "#$%* ! ! $%B#>' *#5%#A06 -( #%); #%! &, %0" " ' 8( )-( 4%-( >' *6 0)-' ( %=-); %); #%
!"#$%&''(!!)*+!,!% acl-num%" ' 6 6 0( <?%

! "#$%+! 3 ( " #%9' 8%; 0D#%" ' ( >-*6 #<%); 0)%9' 8*%<-*#" )+9%' : : ' $-)#%= ' *7$)0)-' ( %
" 0( %: -( 4%9' 8*%=' *7$)0)-' ( %B8)%( ' )%0" " #$$%); #%( #)= ' *7%$#*D-" #$5%
*#6 ' D#%); #%! &, %>*' 6 %9' 8*%*' 8)#*!$%$#*-0+%-( )#*>0"#$%B9%*#: #0)-( 4%
); #%" ' 6 6 0( <$%9' 8*%#( )#*#<%-( %E)#: %F5%: *#>0" #<%=-); %-# ?%G-?#?%-#%
+.%&''(!!)/0#1.% acl-num%+-H%

! ' ( ) "#$%* ! &' ( >-*6 %); 0)%9' 8*%<-*#" )+9%' : : ' $-)#%= ' *7$)0)-' ( %" 0( %' ( "#%
040-( %0" " #$$%); #%( #)= ' *7%$#*D-" #$%' ( %9' 8*%= ' *7$)0)-' ( ?%

%

,- ./ 01 %"2#%3- ) "0' 4"/ 0%5 2#- %6/ ' !7#%0#842#9%"23) %$/ 3- "%8- 9%5 83"%' - "3:%"2#%3- ) "0' 4"/ 0%
) 86) %"/ %4/ - "3- ' #%"/ %"2#%- #; "%) "#$<%=##:%.0##%"/ %2#:$%/ "2#0%) "' 9#- ") %"28"%287#- !"%
0#842#9%"23) %$/ 3- "%6#"<%

! "#$%>! I ' 8*%-( $)*8" )' *%=-++%( ' =%+#0<%9' 8%); *' 84; %); #%" *#0)-' ( %' >%0( %
#A)#( <#<%( 06 #<%! &, %)' %: #*>' *6 %-<#( )-" 0+%)*0>>-" %>-+)#*-( 4?%

%

@A)#( <#<%( 06 #<%! &, $%8$#%); #%>' ++' = -( 4%$9( )0AJ%
+. %&' ' ( ! ! ) * +! , %( 2, ( - 3( 3%name%
%%4. ( 05+, 63( - 78%+. %4src-ip-network%src-wildcard-mask 6 " #! , %src-host-ip 6 &- 78
4dst-ip-network%dst-wildcard-mask 6 " #! , %dst-host-ip 6 &- 78 

%
%%4. ( 05+, 63( - 78%4, ' . 613. 8%4src-ip-network%src-wildcard-mask 6 " #! , %src-host-ip 

6 &- 78%94( : 6/ , 6* , 8%port; %4dst-ip-network%dst-wildcard-mask 6 " #! , %dst-host-ip 6  

&- 78%94( : 6/ , 6* , 8%port; %
%
K; #%' : )-' ( $%>' *%#A)#( <#<%( 06 #<%! &, $%0*#%); #%$06 #%0$%= -); %#A)#( <#<%( 86 B#*#<%! &, $?%
3 ( " #%040-( 5%8$#%9' 8*%*' 8)#*!$%" ' ( )#A)L$#( $-)-D#%; #+: %)' %#A06 -( #%); #$#%' : )-' ( $?%

! "#$%?! ! $%B#>' *#5%0: : +9%); #%! &, %-( %); #%-( B' 8( <%<-*#" )-' ( %)' %B' ); %' >%9' 8*%
*' 8)#*!$%$#*-0+%-( )#*>0" #$%B9%)9: -( 4%-( %+.%&'' (!!)/0#1.% acl-name%
+- %=; -+#%-( %-( )#*>0" #%" ' ( >-48*0)-' ( %6 ' <#5%$8B$)-)8)-( 4%); #%! &, %( 06 #%
9' 8%" *#0)#<%-( %E)#: %M?%

%

3 ( " #%040-( 5%6 07#%$8*#%9' 8%*#: #0)%); -$%" ' 6 6 0( <%= -); %9' 8*%*' 8)#*!$%$#" ' ( <%$#*-0+%
-( )#*>0" #?%

! "#$%@! @A06 -( #%); #%#>>#" )$%' >%); #%! &, %' ( %( #)= ' *7%)*0>>-" %B9%0$7-( 4%9' 8*%
<-*#" )+9%' : : ' $-)#%= ' *7$)0)-' ( %)' %: -( 4%9' 8*%= ' *7$)0)-' ( !$%C/ %0<<*#$$%
0( <%)' %0" " #$$%); #%( #)= ' *7%$#*D-" #$%' ( %9' 8*%=' *7$)0)-' ( ?%

! ' ( ) "#$%* ! ! $%B#>' *#5%#A06 -( #%); #%! &, %0" " ' 8( )-( 4%-( >' *6 0)-' ( %=-); %); #%
!"#$%&''(!!)*+!,!% acl-name%" ' 6 6 0( <?%
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! "#$%&! Once you have confirmed that your directly opposite workstation 

can ping your workstation but not access the network services, 

remove the ACL from your router!s serial interfaces by repeating 
the commands your entered in Step 2, prefaced with no. (i.e. no 

ip access-group acl-name in) 

! ' ( ) "#$%* ! Confirm that your directly opposite workstation can once 
again access the network services on your workstation. 

 

+, -. / 0 %"1#%2, ) "/ ' 3". /%4 1#, %5. ' !6#%/#731#8%"12) %$. 2, "%7, 8%4 72"%' , "29%"1#%2, ) "/ ' 3". / %
) 75) %". %3. , "2, ' #%". %"1#%, #: "%) "#$;%<##9%-/##%". %1#9$%. "1#/%) "' 8#, ") %"17"%176#, !"%
/#731#8%"12) %$. 2, "%5#";%

=7) >%&! Explore additional ACLs. 

! "#$%* ! If there is time, your instructor will detail some scenarios for you to 

attempt to configure on your router to permit or deny traffic from 
various networks and systems in the lab. 

=7) >%?! Submit your work to the instructor (one email per station.) 

! "#$%* ! Attach a text file with your 2600 configuration to an email to your 
instructor with a subject of Lab 8 – Station-Name 

Configuration. The body should contain the date, your station 

name, the lab name, and the names of anyone at your station. 

 

+-%5. '/%) "7"2. ,%8. #) %,." %#0 729%5.'/ %3. ,- 2@'/7 "2. ,) %". %"1#%2, ) "/'3 "./%79. ,@%42"1%"1#%
2, -. / 0 7"2. , %) $#32-2#8A%5. ' %7, 8%5. ' /%97( %$7/", #/ ) %4 299%/#3#26#%7%B#/ . %-. /%"1#%97( ;%

C2) 3' ) ) 2. , %
Access control lists allow us to arbitrarily specify network traffic that the router 

considers “interesting”. In this lab, we used this functionality to permit or deny 

network traffic by applying ACLs to our router!s interfaces. In future labs, we will 

see how ACLs are used to identify traffic for other purposes. In the next lab, we 

will examine some advanced ACL configurations and options, including reflexive 

ACLs, which provide the router with more robust and dynamic traffic filtering 
capabilities. 

D' #) "2. , ) %
1.! How do standard ACLs differ from extended ACLs? 

________________________________________________________________ 

________________________________________________________________ 

________________________________________________________________ 

________________________________________________________________ 

________________________________________________________________ 

________________________________________________________________ 
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2.! How do numbered ACLs differ from named ACLs? 

________________________________________________________________ 

________________________________________________________________ 

________________________________________________________________ 

________________________________________________________________ 

________________________________________________________________ 

________________________________________________________________ 

3.! How could you make sure that an ACL is correctly filtering traffic? 

________________________________________________________________ 

________________________________________________________________ 

________________________________________________________________ 

________________________________________________________________ 

________________________________________________________________ 

________________________________________________________________ 

 



! " # $%&#' ' ( #&) * #+ , -. * , , . #

#

Command Summary 

$/ 0#1, 22, 3 456#7) * 20#, 8724509#7/ 0#: , ; ; ) 5<9#457-, <8: 0<#45#7/ 49#2) * =#>, -#?@&#
: , ; ; ) 5<#9A57) BC#900#7/ 0#45<4D4<8) 2#5, 709#3 47/ 45#7/ 0#2) * #479021=#

Command  Description 

ip access-group [! "#$%&' (| 
! "#$%! ' )] {in|out} 

# ?EE2A#7/ 0#9E0: 4140<#?@&#F58; * 0-0<#, -#5) ; 0<G#7, #) 5#4570-1) : 0#
45#7/ 0#9E0: 4140<#<4-0: 74, 5=#

show access-lists [! "#$
%&' (| ! "#$%! ' )] 

# H49E2) A# 7/ 0# ?@&9# , 5# 7/ 0# -, 870-C# , E74, 5) 22A# 9E0: 41A456# ) #
E) -74: 82) -#?@&#7, #0B) ; 450=#

#


